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Multi-Factor Authentication

Protecting Patient health information is of critical importance to practices. To ensure that each practice’s
information is as secure as possible the Criterions EHR 4 offers Multi-Factor Authentication (MFA) through SMS
and/or email based on a practice’s configuration. When activated, MFA requires the entry of a unique one-time
password (OTP) sent via SMS/email to validate the unique user after entry of username and password. Any
user who cannot supply the MFA OTP code will be denied entry to the system in its entirety. Upon login, the
Criterions EHR requires additional MFA compliance for the transmission of Electronically Prescribed Controlled
Substances (EPCS). This additional layer of security ensures that controlled medications are not transmitted
without MFA of the submitting physician. Criterions Portal applications support MFA through SMS and/or email
OTP.
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