Criterions End Users Guide to Multi-Factor
Authentication (MFA)

Overview

This document is a step-by-step guide for end-users to register and validate Multi-Factor Authentication
(MFA). Two transport methods for securing a Verification Code are your cell phone number or email
address.

You have the option to use either method. Still, it is suggested that both are made available to the
program’s Multi-Factor Authentication (MFA) feature so that you can select the best of two options while
logging onto the program.

Content

1. How to Register and Validate Your Cell Phone Number.
2. How to Register and Validate Your Email Address.

Setup Procedure

NOTE: When the MFA feature is enabled, you must have at least one of the transport methods (your
email address or your cell phone number) registered and verified to access the program.

1. How to Register and Validate Your Cell Phone Number Instantly.

i. The user can register and validate a cell phone number easily and quickly. However,
when the MFA Authentication feature is enabled, you must log into the program.

ii. When you enter your login information at the Patient Portal, you will be prompted to
register your phone number by entering it into a field and clicking Send Code. A
Verification Code will be texted to your cell phone number.

iii. Enter the Verification Code into the Verification Code field of the same prompt window
and click on Verify Code (do this within 15 minutes of generating the Code). You will
then gain access to the program, and your cell phone number will be registered and
verified in the program and ready for future use.
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2. How to Register and Validate Your Email Address.

i. Enter and Verify that your email address is added to your User Setup and Saved. Once
saved, no further action is required. When you select Verify and Send Code, you will be
given a choice of either sending a text to your cell phone number or an email to your
stored email address. The first time you select email as a delivery option, you will
automatically begin verifying the email address you own by using the Verification Code
(within 15 minutes) to access the program.

Multi Factor Authentication - Verification

| ® validate Using EMail Address support@criterions.com ||

() validate Using Cell Phone +
Country Code  Cell Phone

Verify and Send Code [N

criterionsehr.myehr123.com says

A verification code has been sent to your registerted/saved EMail

address.

Criterions Login Verification Code

Criterions Software Inc. <noreply@criterions.com>(Criterions S
10 Suppont@entenicns com

different than the norm

e Inc. via sendgrid.net

| sender. Click here tc

EXTERNAL: Do not click links or open attachments if you do not recognize the sender.

I Your Criterions login verification code is : 767645 I

Multi Factor Authentication — Verification

Enter Verification Code: 767645
Didn't

Close

NOTE: Once the email address (or cell phone number) is Registered, you can log into the program
as usual, and a Verification Code will be generated. Using the Verification Code to access the
program, the email or cell phone number used to create the Verification Code is now verified
automatically.

the code? Resend Code.

NOTE: Once an email address or a cell phone number is Saved in your Setup screen, it is
Registered.

Add User Active X Close
Login Name [suPPORT | User ID 1

Last Name |SUPPORT | First Name |HELPDESK |

Full Name | HELPDESK SUPPORT |

SGender () Male () Female

Reset Password [ | Unlock User [ ] Selected Pt Access
User Role @ Physician () Nurse () Staff () Manager

Multi Factor

I EMail Address ‘Support@criter'\ons_com Save EMail to Verify.

i ‘ | | ‘ Save Phone to Verify.
Cell Phone
(Country Code) (Phone Number)

NOTE: You can log into the program anytime and generate a Verification Code to log in and complete

the Verification process.
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