Criterions Enable Multi-Factor Authentication (MFA)
for the EHR

Overview

Multi-Factor Authentication (MFA) is a feature in the Criterions Browser application. It adds a layer of
protection to the sign-in process while accessing the application when utilized. This protection is crucial
for accessing and managing network environments remotely.

The users provide an additional identity code verification received via email or text to a cell phone. The
email address or cell phone number information is pre-set in the Criterions software for each user.
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Setup Procedure

1. How to Enable Multi-Factor Authentication (MFA), MFA is an optional feature that requires
activation.

i. Click on the Admin icon on the Toolbar.
ii. Select the EHR tab, and select System Config.
iii. Select System Config, then System Config. The screen will display. Towards the
bottom of the screen is an option to select Enable MFA (Multi-Factor Authentication).
iv. To enable MFA, place a checkmark in the Enable MFA checkbox.
V. Click Save.

Vi. MFA is now enabled for all practices.
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2. Self-Registration and Verification of Cell Phone Number

i. Once the MFA feature is enabled, no further action is required immediately. Instead, the
user can generate a Verification Code and access the program independently.

i.  The users can log into the program as usual and be prompted to enter a cell phone
number to Register with the program.

crieribnsehr.myehr 123 .com says

User has not saved EMal/Cell Phone for WA,
Please Register your device now .

Multi Factor Authentication - Register Device

Verify your cell phone number to enable Multi Factor Authentication
‘e will send a verification cods to this nurmber,

Enter Cell Phone number: ‘1 || ‘

Country Code  Cell Phone

An SMS authentication code will be sent to the phone number you provided,
Enter it below to enable Multi Factar Authentication using this device.

I Enter Verification Code:l ‘ I

iii.  When the user provides a cell phone number and clicks on Send Code during login, the
program will generate a text to their cell phone with a Verification Code that they can now
enter in the Enter Verification Code field and click on Verify Code (in the same screen)
to complete the Login process. They will simultaneously verify the cell phone number
provided as their number.

The cell phone number is automatically stored in their User Setup screens and marked
as verified. The user's cell phone number registration and verification process is
completed.

3. Registering and Verifying an Email Address.

i. Later, the user's email address can be added to their User Setup screen and Saved.
Once saved, no further action is required. When the users select Verify and Send Code,
they will be provided with either texting their cell phone number or an email to their stored
email address.

The first time they select email as a delivery option, they will automatically begin verifying
the email address as their own by using the Verification Code (within 15 minutes) to
access the program.

Multi Factor Authentication - Verification

I@ Validate Using EMail Address ‘support@criterionﬁ.com ‘I

O validate Using Cell Phone + |1 ‘ | |
Country Code Cell Phone

Verify and Send Code Close
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4. You are accessing the User Setup Screen. In order the change the MFA option per user.
i. Click on the Admin icon on the Toolbar.
ii. Select the Billing Tab.
iii. Select Practice Setup, then User Setup.
iv. Search for Login Name, User Role, or User Group. Then Select the User.

\Criterions = A o S . P— > :
WS ¥y Kk O ¢ &|X|4
EHR m User Groupt ‘ Document Rights | Password Rule Setup
4+ B Billing Setup User Role | Al ~ user Group | Al v aseand | | +ndd usex |
Full Name
for

HELPDESK HELPDESK SUPPORT

T Taster Physician
@ Physician Rights
+ |8 scheduler
+ 8 Surgical Scheduling
|+ & Documents
% & Custom Fields
+ & Configuration

B TCMS Modules

5. Descriptions of the User Setup Options.

i. You will see the user's Multi-Factor Authentication option in the center of the User's
Setup screen.

| Multi Factor Authentication

1 EMail Address | | 5 Save EMail to Verify.

+[1 | | | 6 Save Phone to Verify.
(Country Code) (Phone Number)

2 Cell Phone

3 Require MFA to Login [

4 Only require MFA once a day

1) Email Address: The user's email address can be entered here and saved. Once
saved, the email address is registered. The user can log into the program and
generate a Verification Code within an email to the email address. The generated
code can be used within 15 minutes to access the Criterions program. Only one
email address can be used.

2) Cell Phone: The user's cell phone number can be entered here and saved. Once
saved, the phone number is registered. The user can log into the program and
generate a Verification Code within a text message sent to the cell phone. The
generated code can be used within 15 minutes to access the Criterions program.
Only one cell phone number can be used. The phone number's "Country Code"
field defaults to a "1" for USA.

NOTE: The user can have information in both fields and will have the option to select which should be
used when signing in for delivery of a Verification Code.

NOTE: If only one field contains saved information, it will be the only usable delivery method for a
Verification Code.

NOTE: Verification Codes are usable for up to 15 minutes after generating them.

NOTE: Registering a cell phone number through the Setup screen can be bypassed.
See Self-Registration and Verification of Cell Phone Number on Page 2.
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3) Require MFA to log in: This option is selected by default but can be removed. If
desired, the user will retrieve a Verification Code to log into the program. If not
specified, the user will not be required to retrieve a Verification Code to log into
the program anytime.

4) Only require MFA once a day: If this option is selected, the user must retrieve a
Verification Code to log into the program only once during the access date and
every day afterward. This option can only be selected if option number C is also
specified.

5) Save EMail to Verify: This default message Save EMail to Verify changes to
Send Code to Verify EMail once an email is entered into the Email Address field

and Saved.
Add User Active @ Save | X dose
Login Name ‘W‘ User ID :
Last Name ‘W‘ First Name ‘W‘
Full Name | HELPDESK SUPPORT |
Gender () Male () Female
Reset Password [ | Unlock User [ | Selected Pt Access |
User Role (@ Physician () Nurse () Staff () Manager
Multi Factor Authentication
I EMail Address | support@criterions.com | I Save EMail to Verify.

hls ‘ ‘ ‘ ‘ Save Phone to Verify.
Cell Phone
(Country Code) (Phone Number)

NOTE: No further action is required at this point. Once the email address is saved, the user can log into
the program anytime and generate a Verification Code to log in. The email address is automatically
verified when the user logs into the program and uses a generated Verification Code.
ii. Alternatively, once the email address is Saved, the Send code to verify email feature
can be clicked. Then an email is immediately issued to the user's email address with a
Verification Code.

Multi Factor Authentication

EMail Address ‘Support@(riterions_com I Send Code To Verify EMail I

criterionsehr.myehr123.com says

A verification code has been sent to your registerted/saved EMail

address.

iii. The Verification Code is sent to the user's email address.

Criterions Login Verification Code

@ Criterions Software Inc. <noreply@criterions.com>(Criterions Software Inc. via sendgrid.net}

TO  Supperi@eriterions.com

@The actual sender of this message is different than the normal sender. Click here to learn more.
EXTERNAL: Do not click links or open attachments if you do not recognize the sender.

Your Criterions login verification code is : 767645
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iv. Also, in the User Setup Screen, the Send Code to Verify EMail button changed once the
code was sent, providing two new buttons with options. One option offers the ability to
Resend Code (if needed).

Multi Factor Authentication
EMail Address |5upport@criter'\ons.com | I Resend Code l|| | Va-ify(]ude|

V. The other option offers the ability to enter the code sent to the user's email address and
click on Verify Code button to complete the verification process.

Multi Factor Authentication
EMail Address ‘suppor‘t@criter'\ons.com ‘ Resend Code | ‘ 451710 || Verify Code |I

Multi Factor Authentication

EMail Address ‘5upport@criter'\ons.com ‘ (Verified)

6) Save Phone to Verify: This default message Save phone to verify changes to
Send code to verify phone button once a phone number is entered into the Cell
Phone field Saved.

Add User Active X Clase
Login Name SUPPORT User ID
Last Name SUPPORT First Name HELPDESK.
Full Name HELPDESK SUPPORT
Gender Male Female
Reset Password Unlock User Selected Pt Access
User Role @ Physician Nurse Staff Manager
Multi Factor Authenticati
EMail Address Save EMail to Verify.
+1 (212)555-1212 Save Phone to Verify.

Cell Phone

(Country Code) (Phone Number)

NOTE: No further action is required at this point. Once the phone number is Saved, the user can log into
the program at any time and generate a Verification Code to log in. The phone number is automatically
verified when the user logs into the program and uses a generated Verification Code (see Self-
Reqgistration and Verification of Cell Phone Number on Page 2).

Vi. Alternatively, once the phone number is Saved, the Send Code to Verify Phone feature
can be clicked, and a text message is immediately issued to the user's phone with a
Verification Code

+ |1 - [12sss-1212 Send Gode To Verify Phone
(Country Code) (Phone Number)

Cell Phone
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) 3:52PM

+1(516) 856-1536

Today 345 PH
criterionsehr.myehr123.com says Your Criterions login

verification code is :

A verification code has been sent to your registerted/saved Cell Phone. 812637

B O (*
+r OD20600

Vi, Also, in the User Setup Screen, the Send Code to Verify Phone button changed once
the code was sent, providing two new buttons with options. One offers the ability to
Resend Code (if needed).

+[1 | |(212)555-1212 | | Resend code | Verify Code | ‘
Cell Phone
(Country Code) (Phone Number)

viii. The other offers the ability to enter the code sent to the user's phone and click on Verify
Code button to complete the verification process.

Cell Phone 1 | le12)sss-1212 | Resend Code| [ 713476 | Vaiycahl

(Country Code) (Phone Number)

- - Verified
T 1 - [(212)555-1212 | (Verified)
(Country Code) (Phone Number)
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6. Requiring MFA to log into the program for specific users is optional. However, there is a selection
available on the User Setup screen.

i. To remove the individual user's requirement.
a. Access the User Setup Screen.

s @ P A IvhB Rk 0 - e[L]a
| \

| User

1) Click on the Admin icon on the Toolbar.

2) Select the Billing Tab.
3) Select Practice Setup, then User Setup.
4) Search for Login Name, User Role, or User Group. Then Select the

User.

User Groups | Document Rights | Password Rule Setup |

% B Billin 2 = | Login Name [heip User Role | All ~| User Group Al ~ . Seanch | [ Show Inactive Akl Usex
= FPractice Setup Login Name Full Name User Role
| @ Practice Information I HELPDESK HELPDESK SUPPORT Physician

@ _Location Setup

[El User Setup|
T Waster Prysician
@ Physician Rights
B Scheduler
|+ |8 Surgical Scheduling
| # & Documents
+ 1B Custom Fields
|+ & Configuration
B TCMS Modules

b. Uncheck Require MFA to Login to remove the individual user's requirement.
c. Click Save.

Edit User Active Xaose | &,
Login Name JKEENER User ID 117

Last Name KEENER First Name JAMES

Full Name JAMES KEENER

Gender Male Female

Reset Password ] Unlock User Selected Pt Access

User Role & Physician () Nurse ) Staff () Manager

Multi Factor Authentication
EMail Address | james. keener@criterions.com Send Code: 1o Verify LMail

Cell Phone | [ Save Phone to Verify.

Country Code) (Phone Number)
Require MFA to Login
Only require MFA once a day
Login Access Time

Start Time:  08:00:00 aM @)
End Time: 06:00:00PM  48F

Login Restriction ‘

User mapping Select ~
Group rights for each location | IExpand All

Clinic Name
Lung Office
Main Office
MiniCert

Proprietary and Confidential. April-23 Criterions Software, Inc. | Version 4.0.84 | All rights reserved.

April 3, 2023



Criterions enable Multi-Factor Authentication (MFA)
for the EHR

. Restricting the requirement of using MFA more than once a day for specific users or
suspending the use of MFA for today or a particular time or user are also available in
their User Setups.

a. Select Only require MFA once a day.

b. Click Save.
Edit User Active X Close |Q|
Login Name [MaRrK | User ID [130 |
Last Name [MaRK | First Name [TEST |
Full Name [TEST MARK |
Gender @® Male () Female
Reset Password [ ] Unlock User Selected Pt Access []
User Role () Physician () Nurse @® Staff () Manager
Multi Factor Authentication
EMail Address | | Save EMail to Verify.
P + |1 | | | Save Phone to Verify.

(Country Code) (Phone Number)

Require MFA to Login []

I Only require MFA once a day I

Login Access Time
() LoginRestriction | start Time: 08:00:00AM 48 EndTime: 06:00:00PM {8
Group rights for each location [ JExpand All (%)
+ Allergy Office -
+ Clinic One2

+ Clinicname
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